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Malvertising

What is
Malvertising?
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Portmanteau for Malicious
Advertising

“the use of online advertising to
spread malware"

First references date back to
2007
Good old days of SWF.

Distribution handled by ad
networks

Customizable targeting, visibility
in high-profile websites, hard to
find, easy to hide.



Malvertising

How it works?

User searches some keyword

User is presented with ads that match the
search

User clicks the ad assuming it's legitimate
User ends up in a phishing website
Credential/Data farming
Fake downloads
Tech support scams

https://infosec.exchange/@jeromesegura

Sponsored

® Energy Bill Payments

http://www_payfastsolutions_site/energy/billing

Energy Make Payments Online - Pay your Energy Bill. Make a

Discounts.

‘. Call (888) 715-1806
Energy Bill Payments

Go gle slack

Al Images Videos News Shopping
Sponsored

=1, Slack

i https:/iwwnw.slack.com

Slack

Move faster with your tools — In Slack, you've got all the flexibility to work when, where and
how it's best for you. Slack is a new way to communicate with your team. It's faster, better

organized. File Sharing

Change Log

View Slack's New Workflow Templates In Automations, Updates And More.

Slack Connect

We Offer a Better Way To Connect With People Outside Your Company.
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Go gle obsidian X &
Al Images Shopping Videos News Forums Maps i More
(Sponsored )

© catchyplatform.com

https://www.catchyplatform.com

Obsidian Free | Your Notes, Your Way

FastTransform Your Note-Taking Experience with Obsidian for Windows Today shipping
(‘sponsored N\

© sdesigno.com
https://www.sdesigno.com i

Obsidian Free | Official Website | Obsidian

Stay organized and efficient! Try Obsidian for Windows for free today. Experience powerful..




Discovery and
Analysis

How we stumbled upon this campaign.
Technical analysis of the infection chain



Discovery and Analysis

First seen in April

Discovery systems flagged

Trojan-Downloader from a
typo-squatting domain

OSINT showed connection to
malicious advertising

Wild MALVERTISIMNG Targets utility applications

SEEEEradY notion, slack, discord, zoom




Discovery and Analysis

Analysis (ror)

Victim searches application
Search engine shows sponsored
link at the top to download
application.

Victim opens phishing website
Clicking the ad triggers a redirect
chain to validate the user.

Victim downloads fake installer
Running triggers the persistence
and payload dropping, ends with
legit application installation.



Discovery and Analysis

Malicious Ad

v (@ Downiosd the Noton Desieer X

€ 5 C = notioncomde

@Noﬁon Product v Download v Solutions v Resources v Pricing

Notion for Mac & Windows

Work without distraction on your own or with your team.

& Download for Mac  Download for Windows.

https://infosec.exchange/@jeromesegura

Go g|e notion X $ & Q
Al Images Videos News Shopping Books Maps i More Tool:
Sponsored malicious ad

notion.so
®

https:/wvaw.notion.so  §

Your Connected Workspace - Notion
Break down any project in the way that's most helpful to you. Your connected workspace for wiki,
docs & projects. Browse Resources.

® Notion
hitps:/Awww.notion.so  §

Notion: Your connected workspace for wiki, docs & projects

A new tool that blends your everyday work apps into one. It's the all-in-one workspace for you

and your team,

Path Method Status

[
30X

https://www.googleadservices.com/pagead/aclk?sa=L&ai .. EJGET
https://monitor.clickcease.com/tracker/?id= 2 Z o E)GET

https://notion.solo.weekender-villa.com/?gclid: e/ GET:

https://notion.com.de/ GET

=

J

https://notion.com.de/dwnlid/dwnl.php GET

https://notion.com.de/dwnld/redr.php > GET

https://notion.com.de/Notion%204.3.4.exe GET

200
200

200

Size

9.8kb

0
197.0kb
70b

0

160.6mb



Discovery and Analysis - First Stage

sk>) (t =>

https://clikapps.icu/hots.php",

this.Dispatcher.Invoke((Action) (() =>

App.GetUUID());

.NET Self-contained
application

Includes .NET runtime and
libraries

Embedded DLL

Fetches second stage.

Only works if IP is whitelisted or
UUID as been registered before.

uuliD
%Ilocalappdata%\Backup\uuid.txt



Discovery and Analysis — Second Stage

';'Running as admin?‘ S

lna B

| Runasadmin |

_ Run as admin Succeeded? %

Evasion & Persistancp/

\‘ Exclude system drive in Windows Defender |

ed by the user ying..."§; ¢

| Create application backup in AppData |
| Add task to Task Scheduler |
)

admini: rr ts failed or

erverResponse0Ok
(serverResponse!

. Server response OK?
f

yes

Get encryption key and IV
I '
| Download decrypt and run file |

iteLine("The file

Console.WriteLir

Console.WriteLine("Dow ypting file.

keyUrl = ttps
downloadUrl =

cu/2.php?uuid
PS

not OK, showing main windo ;

i v'\é
NotionIr ed())

| Download and run file ‘\
Listen to server for commands

t Downl




Discovery and Analysis - Final Implant

o [%]

Encrypted Different Families
AES-CBC LummaStealer
Unknown Cipher SectopRAT

DarkGate (?)

[ ]

Consistent
Implant changed twice
in observed period
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TA and their
infrastructure



TA and their infrastructure

Overview

Phishing (1% stage) providers
Hetzner

M247
AEZA
Hostinger

2" stage providers
Heztner

M247
Hostinger

Segregation of stages
Different stages did not share
IPs

Same stage shared IPs
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TA and their infrastructure

Oh no, my
files got
leaked

%,
2
5

2" stage infra hosts panel

Directory Listing
save_ip.php
access.txt

ips.txt

uuids.txt
access_log.txt

14



TA and their infrastructure - ips.txt

List of IPs
Sorted and then random
Over 17.5k unique IPs

File purpose

Access to phishing website?
Access to other stages?
Infection telemetry?
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TA and their infrastructure - uuids.txt

List of UUIDS
wmic csproduct get uuid
1.7k unique UUIDS

File purpose
Access to other stages?
Infection telemetry?

Big difference to IPs.txt
One observed version of the
script did not send UUID
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TA and their infrastructure - access_log.txt

- Access
Access
- Access
Access
- Access
Access

- Access
Access
- Access
Access
- Access
- Access

approve IP:
approve IP:
approve IP:
approve IP:
approve IP:

Denied IP:

approve IP:
approve IP:
approve IP:
approve IP:
approve IP:

IP:

Allowed or denied IPs
Validate access to script?
Validate access to phishing
website?
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TA and their infrastructure - access.txt (1)

- OocTyn
- flocTtyn
- Access
- Doctyn
- Ooctyn
- foctyn

- Access
- flocTtyn
- Access
- Ooctyn
- Access
- focTyn

3anpeweH IP:

pa3peweH GETCODE IP:

approve IP:
3anpeuweH IP:

pa3pewed GETCODE IP:
pazpewed GETCODE IP:

approve IP:
3anpeleH IP:
approve IP:

pazpewed GETCODE IP:

approve IP:

pa3peweH GETCODE IP:

Allowed or denied IPs
Access to phishing website?
Access to script?

Infection chain logging?

Always same pattern
1. Access allowed GETCODE IP
2. Access approve IP
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TA and their infrastructure - access.txt (2)

OocTyn
Ooctyn
HOocTyn
OocTyn
OocTyn
Ooctyn
OocTyn
OocTyn
Hoctyn
Ooctyn
Hoctyn
OocTyn
Hoctyn
Ooctyn
Ooctyn
HocTyn

paspeleH
pazpelieH
paspeleH
paspelieH
paspeleH
pazpelieH
paspeleH
paspelieH
paspelieH
pazpeleH
paspelieH
paspelieH
paspelieH
pazpeleH
paspelieH
paspeleH

2.php
3.php

no IP:
no IP:

2.php
3.ohp

no IP:

2.php
3.php

fio 1P:
no IP:

2.php
3.php

no IP:
no IP:
no IP:

UuID:
UuID:

UUID:

MUTD

UUID:
UUID:

UUID:
UUID:

not provided

He npepfocTaslied
He npefocTtas/ieH

Access allowed
via IP

Allowed or denied IPs
Infection chain logging?

Always same pattern
1. Access allowed
2.php

3.php

W

Potential to be used to
measure infections
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Campaign details

Timeline and infection telemetry



Campaign Details - Timeline 21

notlon.so.applink.com

notlon.so.applink.com slack.blogpage.me
notlon.soapi.pro notion.com.pl
notion.soapp.me notion.com.de notlon.so.blogpage.me
notlon.net notlon.be

zoom.us.pagec.me

notlion.co notion.soapps.me notion.com.pl noiton.co
—_ apr L may U jun L jul L aug L sep L oct L nov.
——
1 10 20 1 10 20 1 10 20 1 10 20 1 10 20 1 10 20 1 10 20 1 10
reporicue.xyz doeepcoeed.site revosper.live systems32.online

gueyeiver.live

scrolimanager.online apifuncusy.online

coworkingschool.com clikapps.icu sowocpsoax.online

launchapps.site

yamichfil.icu

polyheced.online

deepcospacic.online



Campaign Details - Methodology

Ooctyn
HocTyn
Ooctyn
Hoctyn

Hoctyn
HocTyn
Hoctyn
HocTyn
HocTyn

paspelex
paspeleH
paspeleH
paspelleH
pazpeleH
paspeleH
paspelleH
paspelleH
paspelieH

, UUID: He npepocTaBneH
, UUID: He npepgocTtaBnex

, UUID:
, UUID:

, UUID:
, UUID:

Concatenate all access.txt
Lines have timestamps, drop
duplicates

Measure based on
If (1) then new infection
If (2) then bot check-in

Victims cannot fetch next
stage without IP being
whitelisted
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Campaign Details - Overview

Data source

5 different domains
Between 23" July and
29t October

c

Numbers
Over 3 000 unique IPs
Over 10 000 records

23

2

31 infections/day
Median of 5 daily
infections



Campaign Details - Geo Distribution (Unique IPS)

Country

IPs

POL

590

ESP

496

ITA

483

AUS

310

CAN

277

FRA

256

DEU

228

GBR

163

CHE

83

TUR

63

Data from access.txt (2024-07-23 to 2024-10-29)

24

count
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October

2024-10-29
2024-10-28
2024-10-27
2024-10-26
2024-10-25
2024-10-24
2024-10-23
2024-10-22
2024-10-21
2024-10-20
2024-10-19
2024-10-18
2024-10-17
2024-10-16
2024-10-15
2024-10-14
2024-10-13
2024-10-12
2024-10-11
2024-10-10
2024-10-09
2024-10-08
2024-10-07
2024-10-06
2024-10-05
2024-10-04
2024-10-03
2024-10-02
2024-10-01

Data from access.txt (2024-07-23 to 2024-10-29)
Changes in the infection chain?

Dead zones
September

2024-09-30
2024-09-29
2024-09-28
2024-09-27
2024-09-26
2024-09-25
2024-09-24
2024-09-23
2024-09-22
2024-09-21
2024-09-20
2024-09-19
2024-09-18
2024-09-17
2024-09-16
2024-09-15
2024-09-14
2024-09-13
2024-09-12
2024-09-11
2024-09-10
2024-09-09
2024-09-08
2024-09-07
2024-09-06
2024-09-05
2024-09-04
2024-09-03
2024-09-02
2024-09-01

August

2024-08-31
2024-08-30
2024-08-29
2024-08-28
2024-08-27
2024-08-26
2024-08-25
2024-08-24
2024-08-23
2024-08-22
2024-08-21
2024-08-20
2024-08-19
2024-08-18
2024-08-17
2024-08-16
2024-08-15
2024-08-14
2024-08-13
2024-08-12
2024-08-11
2024-08-10
2024-08-09
2024-08-08
2024-08-07
2024-08-06
2024-08-05
2024-08-04
2024-08-03
2024-08-02
2024-08-01

Infections
Timeline

Spikes in new infections

Investment in ads?

July

2024-07-31
2024-07-30
2024-07-29
2024-07-28
2024-07-27
| 2024-07-26

M 2024-07-25
I 2024-07-24

40

Campaign Details
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Closing thoughts
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The 3 stooges

3 000 infections in 3 months
High incidence in Europe
TTPs most likely changed

Accessible distribution vector
Third-party legitimate services
Easy to target specific victims
Easy to hide

What can we do

Educate users?

Ad-blockers?

More control from ad networks?



Thank you!

Q& A

X @jcfg_ @ infosec.exchange/@jcfg ¥ @jcfg.re

kaspersky



