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But so is the fear of zombies т bo th are not real*

The Fea r of unblockable  AI t hreats is huge

* for now
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Many models availa ble, but AI Í  AI Í ML
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Which  photo was gene rated by AI?

DE EP FAKE DE EP FAKE DE EP FAKE

 I  use d to think  I  was indecisive , but now I 'm not too sure. 
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Example : DeepFake  BEC S cam s
1. éŔĦƣŔůШƖĲĦĲŔƻĲƚШĲůċŔũШŉƖŸůШћ9[§ќШċŰĬШƣőŔŰťƚШŔƣќƚШƓőŔƚőŔŰŊ

2. Still  joins the vid eo conference with CFO &  others

3. No interac tion with victi m, ap art from request for intro

4. Fol l owed up by instant mess ages, emai l s a nd 1 - on - 1 cal l s

5. I nitiating 15 trans ac tion total ing in U S$25 mil l ion

 I  l ik e  birthdays, but I  think  too many can k il l  you.  
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DeepFakes  т Video/Audio/Image

R BEC/C EO fraud with fake v o i c e / video ca lls
R Real time Dee pF ake or pre - g enerated s eq ue nc es

R 2 - for - 1 Bi tco in , S o n - i n - trouble scams  (aka send money )
R Syn thetic Identities for soc ia l media , KYC & disin formation

 AI : because  te aching compute rs to understand sarcasm is appare ntl y e asie r than te aching humans.
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Seeing is n o longer believing

ÂŔĦƣƨƖĲЯШШŸƖШШŔƣШĬŔĬŰќƣШőċƓƓĲŰ
and

 fШĬŸĲƚŰќƣШůċťĲШůŔƚƣċťĲƚЮЮЮШŢƨƚƣШѣƨŰĲǂƓĲĦƣĲĬШƖĲƚƨũƣƚѣ
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How to spot a n imposter ?

© Terminat or 2 -  Tri - Star P ictures

 ~ǃШ fШƚċŔĬШŔƣШĦŸƨũĬШƓƖĲĬŔĦƣШƣőĲШŉƨƣƨƖĲЮЮЮШƣőĲŰШŔƣШĦƖċƚőĲĬЮШfШŊƨĲƚƚШŔƣШƚċƽШƚŸůĲƣőŔŰŊШŔƣШĬŔĬŰќƣШũŔťĲг

What's the ĬŸŊќƚname ?
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OnlyFakes  & Co. on TOR and Telegram
e.g.  for Log in  or KYC bypass for crypto curren cy excha ng es

US$5 per imag e to US$500 per minute of video

DeepFake a s - a - service  offers
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DeepFake  Sextortion  Scams 

  Just because  nobody compl ains doe sn't mea n al l  parachute s are  perf e ct.

~ŸƖĲШċŰĬШůŸƖĲШљnu dif y њШċƓƓƚШƽŔƣőШ]ĲŰ f
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Fin d an  open LLM , 
or use your favorite 
J ai lbreak, like HEX 
enc odin g or roleplay.

  I  can e xpl ain it to you, but I  can't understand it f or you
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Automate interac tions

 I t's bad l uck  to be superstitious. 
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Brea king CAPTCHA s

 The  e arl y bird might ge t the  worm, but the  se cond mouse  ge ts the  che e se .



© W uest  2 0 2 4

љ[ƨũũǃњШċƨƣŸůċƣĲĬШƓőŔƚőŔŰŊШŸƓĲƖċƣŔŸŰ

victim1@here.com

victim2@there.de

victim3@where. pt

в

R Write phis hing email
R Add variation
R Match language
R Make it rele vant

AI PromptList  of v ictims

Dear Alex,
Yo ur XX X acco unt 
has b ee n lo cked !

Ph ishing  Text

P h ishin g  Tool s

UR L to s ite / payloa d
E mail accounts for
s ending
в

Email s ending s cript
Ge nerated by Ge nAI

AI ha nd les responses
e.g. BEC - sca ms 
јis it rea l l y you ељ

Rei nforceme nt  L earning
Whic h t he me worke d b e st ?  
Whic h l in ks  are d e ad ?

Pers onalis ation
e. g.  s ocial media 
E mail lookups
в

OSIN T

 Brains are  gre at, I  wish e ve ryone  had one   

Lea rn  mo re



© W uest  2 0 2 4  ìőǃШĬŸĲƚШǃŸƨƖШƚĲƖƻĲƖũĲƚƚШċƓƓШƖĲƣƨƖŰШљfŰƣĲƖŰċũШƚĲƖƻĲƖШĲƖƖŸƖњеШ

If perfect grammar is all it takes to 
bypass your email filter, 
then you've already lost!
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Phish ing Trends w ith  ChatGPT т expon en tia ll y?
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N umber o f unique phish in g W eb sites  (at tac ks ) det ec ted Unique phis hing em ail ca mpaign s

So urce: h ttps:// a pwg .org /

Ch atGPT 
release

 A he al thy sl e e p not onl y mak e s your l if e  l onge r, but al so shorte ns the  work day.
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Malware explosion?

ChatGPT 
relea se

 A cl e ar conscie nce  is usual l y the  sign of  a bad memory. 

ht tp s://por tal .av - atl as.o rg/
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Malware

 My mind's made  up, don't conf use  me with f acts.  
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љsċŔũĤƖĲċť- a s - a - ƚĲƖƻŔĦĲњШƣŸШċĦĦĲƚƚШĦŸůůĲƖĦŔċũШxx~ƚ
Oc cas ion ally  ho sted a nd refined LLM s
Access sold for $20 - 500/mon th
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Malware authors are already using ChatGPT

 CAPS LOCK т Pre ve nting Login Since  1984.
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Create Ba sic Malware

 I  didn't say it was your f aul t, I  said I  was bl aming you.  
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Create Ba sic Malware

 fШĬŸŰќƣШőċƻĲШċШƚŸũƨƣŔŸŰЯШĤƨƣШfШċĬůŔƖĲШǃŸƨƖШƓƖŸĤũĲůШ
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In th e wild

R Simple email dropper script
R Ful ly commented in French
R Sti ll  drops co mmon mal ware
R Hard to proo f that its GenAI 

Source: HP Wolf  Securi t y

 2 + 2 = 5 f or e xtre mel y l arge  val ue s of  2! 
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Undetect able, eh?

 I f  time  is mone y are  ATM's time  machine s?   
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APTs & LLM т Microsof t/Open AI

љвMicrosof t and OpenAI have not yet obser ved  par ticularly         
novel or unique AI - enabled attack or abuse techniquesêó

Even AP T user s leak data ; - ) But  th ey also u se own LLMs

APTs seen:
R Forest Blizzard (R U )
R Crimson Sandstorm (I R )
R Sal mon Typhoon (CN)
R Charcoal  Typhoon (CN)
R Emeral d Sleet (KP )

 fƣќƚШƣƖƨĲШőċƖĬШƽŸƖťШŰĲƻĲƖШťŔũũĲĬШċŰǃĤŸĬǃЯШĤƨƣШfШŉŔŊƨƖĲЯШƽőǃШƣċťĲШƣőĲШĦőċŰĦĲеШ

https://www.microsof t. c om/e n - us/se curity/bl og/2024/02/14/stay ing - ahe ad - of - thre at - actors - i n - the - age - of - ai /

Main tasks obser ved:
R R econnais sa nce
R Scrip ting techniq ues
R Socia l  engineering
R Technical  trans l ation
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Not al l AI mal ware is the  same

e. g.  fully autonomous 
malware which contains  
an AI model and adapts  
itse lf & can s elf - improve.

e. g.  infostealer s cript 
created by GPT that does  
not contain any LLM parts,  
but is  malicious  on its own.

e. g.  phis hing email mass  
s ende r s cript created by 
Ge nAI,  which pers onalizes  
data via LinkedIn lookups.

e. g.  exploiting indirect prompt 
inje ction through E mail and 
R AG (R etrie val - augmented 
gene ration)

Difficu lt to know if an  attac k was created with AI

P ro ba bi lit y:  
Impact:  

P ro ba bi lit y:  
Impact:  

P ro ba bi lit y:  
Impact:  

P ro b a b i lit y:  
Imp a ct:  

  Pre ss any k e y to continue  or any othe r k e y to quit...

AI powered Threat AI generated Threat AI supported Threat Abusing  the AI App
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1.  Malware 
at infection

3.  AI gene rates  
     new vers ion

2.  Prompt for new Code

4.  Download, test & 
execute in memor y

Poly -  / Meta morphic

Each replicati on instance is different 
than t he previous e.g. encr ypted o r 
ful ly rewrit ten, with same funct io nalit y
e.g . Bla ckM amba ,  LLM orph  III, Ch attyCaty

  What happe ns if  you ge t scare d hal f  to dea th twice ?
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Poly -  / Meta morphic

Simil ar  result  as when using mal ware 
too lkits or  Malware - as - a - ser vice

 I 'm on a whisk e y diet. I 've  l ost thre e  days al re ady. 

Conclusion :
a ) AI Code quality is ~ 80% 
b) Noi sy outbound traffic

c ) Beh av ior & reputation  detections

d) Automation  ��Auton omo us
e) ÑőĲШΦΜќƚШĦċũũĲĬШыéΞÂǂШб- )
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Undetect ed  Í Undetect able

  My the rapist says I  have  a pre occupation with ve nge ance . We 'l l  se e  about that!
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PoC E yeSpy  
a) Dynamically generate & e rro r check new co d e fro m 

LLM -  CSharpCo d eProvid er  & me mo r y reflectio n

b ) Determ inistic p ro mp ting strateg y т list o f actio ns

c) Check p ro ces s list fo r inje ctio n t arget s / reas o ning

d ) ~ċũŔĦŔŸƨƚШљĦŸĬĲњШŔƚШŰŸƣШŔŰШƣőĲШĤŔŰċƖǃШ-  static stealth

Autonomo us AI ma lware

Malware can use AI  to autonomously 
adapt in o rder to achieve a set goal .

 fŉШfШċŊƖĲĲĬШƽŔƣőШǃŸƨШƽĲќĬШĤŸƣőШĤĲШƽƖŸŰŊШШ

2.  Analyze environment
     with AI and decide      
     what to do next

1.  Infection 4.  AI generates  
     new payload

3.  Se nd prompt to LLM

5.  Test and execute
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Conclusion:
a ) Partia l l y al read y done with I F - THEN

b ) AI requires an exp ert - i n - the - box ap proac h

c ) AI A gent process  can be unrelia bl e 

d ) Behavior is  stil l  detectab l e

e) Fuzzing with ML/GANs exi sts a l read y

Reme mber APT R egin?

50+ modules -  loade d when need ed

 I 've  had amne sia as l ong as I  can re membe r. 

2.  Analyze environment
     with IF - TH E N  and    
    decide  what to  load

1.  Infection 4.  APT operator      
     gene rates       
     new payload
(with automation)

3.  Se nd R eque st to C2

5.  Execute module
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fƣќƚШċŰШevolution 
not a revolution

 zombie s e at brains, don't worry you are  saf e  
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Indirect Prompt  Inject ion

љfŊŰŸƖĲШċũũШƓƖĲƻŔŸƨƚШŔŰƚƣƖƨĦƣŔŸŰƚњ
R Needs v ulnerab le AI ap p

R E.g. R etrieval  Augmented Generation (RAG) 

R e.g. Morris II Worm

o You can  not solve filter issu e with more AI

Your new 
ƣċƚťШŔƚШв

(embed ded  
in data)

Performed tas k

Original  request

Get
Data

Use r AI A gent

Attacker 
controlled
R es ource

 Of  course  I  don't l ook  busy...I  did it right the  f irst time . 
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Example s

R Microsoft CoPilot attacks
R Prompt  in emai l  or sha red document
R Automatic  Tool  I nvocation (the CRSF for LLM)

https://e mbrace the re d.com/bl og/posts/2024/m365 - copil ot - prompt - inje ction - tool - invocation - a nd - data - e xf il - using - ascii - smuggl ing/

 fШĬŸŰќƣШƚƨŉŉĲƖШŉƖŸůШŔŰƚċŰŔƣǃбШfШĲŰŢŸǃШĲƻĲƖǃШůŔŰƨƣĲШŸŉШŔƣЮ
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A gent s, agent s, agent s

  Te am work  is important; it he l ps to put the  bl ame  on someone  e l se .

Sourc e :  T h e  M atr ix  r e l oad e d :  War n e r  Br os Pi c ture s
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Ent r y barrier -  How low can  you go?

  Pre ss SPACEBAR once  to quit or twice  to save  change s...
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L owering the e nt r y barrier ?

Malware builder toolkit
Malware - a s - a - ser vice

1. Find an op en LLM or pay for jailbreak

2. Basi c knowled ge abo ut malware

3. Basi c knowled ge abo ut d evelop me nt

4. Create malware *

* Cheape r to rep eat once learned

1. Find Hack forum o r ser vice & p ay

2. Ge t scamme d  ; - )

3. Pay again

4. Ge t malware

Generative AI
Hosted  ser v ic e

It was, and  still is, 
easy to generate malware

 fŉШĤƖƨƣĲШŉŸƖĦĲШĬŸĲƚŰќƣШƚŸũƻĲШǃŸƨƖШƓƖŸĤũĲůƚЯШƣőĲŰШǃŸƨШċƖĲŰќƣШƨƚŔŰŊШĲŰŸƨŊőЮШ
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Attacker + AI
Low entr y ba rrier / minimal  effort 

 High vol ume / fast 
Automation / scal ing
Ea si er to personal ize

Defender
New attac k surfac e

Current p rotec ti on ca n sti l l  work
Getting flooded

AI vs. AI

 Al l  ge ne ral izations are  f al se . 

The fight  is cha ngin g
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Get your own Terminator
and joi n th e Resistance

Sourc e :  Te r mi n ato r : Tr i - Star  Pi c ture s 
 The re  are  two rul e s f or succe ss: 1) Don't te l l  al l  you k now.


