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Why kernel dev?

Many more...
Source: https://www.rapid7.com/blog/post/2021/12/13/driver-based-attacks-past-and-present/



Why kernel dev?

Allows for:

▪ More advanced tool dev for Red Teams

▪ Advanced Blue Team training

▪ Better understanding of kernel exploit dev

▪ Opening of interesting new attack surface for bug 

hunting (i.e. Hyper-V)



Object ive

▪ Make you curious about all things kernel

▪ Show you interesting things you can do in it.



Kernel code execut ion

Common ways:

▪ Sign your own driver: technically simpler but risky



Kernel code execut ion

Common ways:

▪ Sign your own driver: technically simpler but risky

▪ BYOVD: less risky, but technically trickier

▪ known by the community: there are a lot!

Source: https://learn.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-
control/microsoft-recommended-driver-block-rules
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Kernel code execut ion

Common ways:

▪ Sign your own driver

▪ BYOVD:

▪ known by the community: there are a lot!

▪ find your own ...

Why BYOVD with a known vuln driver?

▪ be able to emulate a common malicious technique

▪ be able to recommend better detection to Blue Teams



Kernel code execut ion

Objective: disable DSE so I can load my own driver/rootkit



D E M O  # 1  -  b y p a s s i n g  D S E





Disclaimer: Win 11 22H2



From the attackers perspective:

Kernel exec Loading driver Exploitation

Signed driver

BYOVD: known

BYOVD:

unknown

N/A

Blocked in 
Win 11 

22H2

HVCI 
could be 
an issue

HVCI 
could be 
an issue



Int ro  to  Windows Kernel

Source: Windows Kernel Programming, by Pavel Yosifovich at 
http://leanpub.com/windowskernelprogramming



Methodology for rootk i t  dev

▪ Understand the feature you wish to manipulate/use
▪ Test manipulation live on windbg
▪ Write the code to replicate the test
▪ Compile
▪ Crash
▪ Restore snapshot & repeat
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Hiding a  process



Hiding a  process

Locking the OS for sensitive actions

IRQL:
▪ HIGH_LEVEL
▪ Device IRQL
▪ DISPATCH_LEVEL = 2
▪ APC_LEVEL = 1
▪ PASSIVE_LEVEL = 0

DPC:



Hiding a  process

Locking the OS for sensitive actions

Original idea: Greg Hoglund & Jamie Butler



Hiding a  process

Hiding a process (by name) | Red Team operational considerations 
PUCHAR PsGetProcessImageFileName(PEPROCESS); // No good !



Hiding a  process

Hiding a process (by name) | Red Team operational considerations 

Grabbing the UNICODE “full name”:



D E M O  # 2  -  h i d i n g  p r o c s
a n d  o t h e r  c o o l  s t u f f





Keylogger



Keylogger

Identifying the keyboard driver:

[...]



Keylogger

Device list when only one session exists:



Keylogger

Device stack when only one session exists:



Keylogger

After a new RDP session: one keyboard device for each session



Keylogger

After keylogger devices attach to the keyboard device:

[...]



Keylogger

Before and after the keylogger devices attach to the keyboard device:

[...]



D E M O  # 3  -  U s i n g  t h e  k e y l o g g e r
a s  c o m m a n d  &  c o n t r o l





Vir tual Secure Mode (VSM)

Source: https://learn.microsoft.com/en-us/windows/win32/procthread/isolated-user-mode--ium--processes



References and great  studying resources

https://windows-internals.com/
https://www.alex-ionescu.com/
https://reactos.org/
https://scorpiosoftware.net/category/windows-internals/
https://www.geoffchappell.com/
(I know I'm forgetting something...)
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References and great  studying resources

https://walkingcat.github.io/ch9-index/Shows_Going+Deep.html
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