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g — W hy kernel dev?

ExecutelAt
break;
case IOCTL_ROC Year

Published Adversary/Malware Driver Name Driver Creator

ExecuteAt
break; 2021 Candiru = physmem.sys & Hilscher
case IOCTL_ROC

2021 Iron Tiger procexp152.sys &

2021 Iron Tiger cpuz14l.sys & CPUID CPU-Z
2021 GhostEmperor = dbk64.sys CheatEngine

2021 ZINC = viraglt64.sys & WVirIT eXplorer

2021

2021 TunnelSnake vboxdrv.sys & VirtualBox
2020 RobbinHood gdrv.sys Gigabyte

case L C 2020 Trickhnt & rwrv sve RWFvervthinn =
ExecuteAt
break; Many more...
case TOCTL ROC Source: https://www.rapid7.com/blog/post/2021/12/13/driver-based-attacks-past-and-present/
LPE ( toProce
break;




e — \X'hy kernel dev? ™

ExecutelAt
break;
case IOCTL_ROC

ExecuteAt /ﬁ\lLCD\X/ES ft)rﬁ

break;

case TOCTL_ROC = More advanced tool dev for Red Teams

if (HideO

» Advanced Blue Team training

» Better understanding of kernel exploit dev

» Opening of interesting new attack surface for bug
hunting (i.e. Hyper-V)

ntStatus
break;
case IOCTL_ROC
ExecuteAt
break;
case IOCTL_ROC
LPE ( toProce
break;




T

U ST g oy ] | |
switch (stack->Par % O b e C t I V e
case IOCTL_ROC

ExecuteAt

break; = Make you curious about all things kernel

case IOCTL_ROC

[/ e * Show you interesting things you can do in it.
break;

case

case _
ExecuteAt
break;

case IOCTL_ROC
LPE ( toProce
break;




F_ P

g — Kernel code execution

ExecuteAt

break; Common ways:

case IOCTL_ROC

[/ Bt = Sign your own driver: technically simpler but risky
break;

case

case _
ExecuteAt
break;

case IOCTL_ROC
LPE ( toProce
break;




g — Kernel code execution

Common ways
[ et = Sign your own driver: technically simpler but risky
e » BYOVD: less risky, but technically trickier
a « known by the community: there are a lot!

pog

FriendlyName="bandai.
FriendlyName="banc

HideOnCre
i = 0;
aux =

FriendlyName="ba

E" FriendlyName
FriendlyName="B5

FriendlyName

" "

FriendlyName
' FriendlyName
FriendlyName="c
FriendlyName="
AGE™ FriendlyMName="c:z
E" FriendlyName="

FriendlyName="32

eak ;
case IOCTL_ROC
ExecuteAt
break;
IOCTL_ROC
LPE ( toProce
break;

FriendlyName

FriendlyName

AGE" FriendlyMName

FriendlyName

L L

Source: https://learn.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-
control/microsoft-recommended-driver-block-rules



switch (stack->Par
case IOCTL_ROC

ExecuteAt

nt5tatus
break;
case IOCTL_ROC
ExecuteAt
break;
case IOCTL_ROC
LPE ( toProce
break;

— Kernel code execution

Common ways:
= Sign your own driver
« BYOVD:
» known by the community: there are a lot!
= find your own ...




e — Kernel code execution

ExecuteAt

Common ways:
= Sign your own driver
* BYOVD:
» known by the community: there are a lot!
= find your own ...

Why BYOVD with a known vuln driver?
» be able to emulate a common malicious technique
* be able to recommend better detection to Blue Teams

nt5tatus
break;
case IOCTL_ROC
ExecuteAt
break;
case IOCTL_ROC
LPE ( toProce
break;




g — Kernel code execution

ExecuteAtD

break; Objective: disable DSE so | can load my own driver/rootkit

case IOCTL_ROC

ExecuteAtD

BX Select Administrator: Command Prompt

:\Users\alima\Desktop>sc create rootkit type= kernel binPat
[SC] CreateService SUCCESS

:\Users\alima\Desktop>sc start rootkit

) [SC] StartService FAILED 577:
ntStatus

break;
case IOCTL_ROC
ExecuteAtl
break;
case IOCTL_ROC
LPE ( toProce
break;

GLGENEEC annot verify the digital signatureRgelaind b N -y
ight have installed a file that is signed Incorrectly or dam
ware from an unknown source.

™ s\

C:\Users\alima\Desktop>_




Your PC ran into a problem and needs to restart. We're

just collecting some error info, and then we'll restart for - -
o . .

20% complete

For more information about thi




[, Windows 11 Rootkit Dev

B8 Administrator: Command Prompt X

C:\Users\alima\Desktop>winver

C:\Us \alima\Desktop>

"
[

ad'm Se s e

. Process
B ! Registry

B ' System Idle Process

¥ ' System
B ' Interrupts
B |smss.exe

B ' Memory Compression

B [csrss.exe
W 'wininitexe
B |services.exe
B svchost.exe

i WmiPrvSE exe

B StartMenuExperienceHost ..
# RuntmeBroker.exe

MName
ACPl.sys
|acpiex.sys
afd.sys
afunix.sys
ahcache.sys
atapi.sys

ataport SYS
bam.sys
BasicDisplay.sys
BasicRender.sys
BATTC.SYS
Beep.SYS
bindfitsys
BOOTVID Il

bowser.svs

PID
172
0
4

nia
464
2060
588
660
780

816

5676
5724

Description

ACPI Driver for NT
ACPIEx Driver
Ancillary Function Drivi
AF_UNIX socket provit
Application Compatibili
ATAPI IDE Miniport Dri
ATAPI| Driver Extensior
BAM Kernel Driver
Microsoft Basic Display
Microsoft Basic Rende!
Battery Class Driver
BEEP Driver

Windows Bind Filter Dr
VGA Boot Driver

NT Lan Manaaer Datac

‘CPU Usage: 1.48%  Commit Charge: 46.68% |



[

Disclaimer: Win 11 22H2

Disk (C:) > Windows > System32 >

Microsoft Windows c+] Select Administrator: Command Prompt
Version 22H2 (OS Build 22621.675)

Mi ft C tion. All right d.
© Micrasoft Corporation. Al rights reserds C:\Users\alima\Desktop>sc start uceanismkljkp

The Windows 11 Home operating system and -[SC] SEEIPEEEULER [FAUHED o Aiohss ot

protected by trademark and other pending or ¢
rights in the United States and other countries/\Na-Ia RN d-Was explicitly revokedis) s EEEIIII o

C:\Users\alima\Desktop>

This product is licensed under the Microsoft So
Terms to:

alima



From the attackers perspective:

Kernel exec | Loading driver | Exploitation

Signed driver « N/A

BYOVD: known

Blocked in HVCI

Win 11 could be

22H2 anissue

BYOVD: .
unknown HVCI

could be
anissue



g — Intro to Windows Kernel

ExecutelAt
break;
case IOCTL_ROC

ExecuteAt
break;

case

Subsystem
Process
(CSRSS.exe) Processes

System

User Processes

Subsystem DLLs

NTDLL.DLL

HideOnCrea

User Mode

) Kernel Mode
Executive

Hardware Abstraction Layer (HAL)

Hyper-V Hypervisor Kernel Mode
(hypervisor context)

1 = 8;
aux =

case _
ExecuteAt
break;
case IOCTL_ROC
LPE ( toProce Source: Windows Kernel Programming, by Pavel Yosifovich at
break; http://leanpub.com/windowskernelprogramming




switch (stack->Par
case IOCTL_ROC

ExecuteAt

break;
case IOCTL_ROC

— Methodology for rootkit dev

ExecuteAt
break;

= Understand the feature you wish to manipulate/use
= Test manipulation live on windbg

= Write the code to replicate the test

= Compile
| = Crash
ntStatus = Restore snapshot & repeat
break;

case IOCTL_ROC
ExecuteAt
break;

case IOCTL_ROC
LPE ( toProce
break;




3 1 AR

switch (stack->
case IOCTL_ROC

ExecutelAt
break;
case IOCTL_ROC

ExecuteAt

" — Hiding a process

case _
ExecuteAt
break;

case IOCTL_ROC
LPE ( toProce
break;




3 1 AR LH_#

switch (stack->Par
case IOCTL_ROC

ExecutelAt
break;
case IOCTL_ROC

ExecutelAt
break;
case IOCTL_ROC

HideOnCrea

i = 0;
aux =

case _
ExecuteAt
break;

case IO0CTL

— Hiding a process

Command

3

kd> dt
+8x008
+8x438
+8x448
+8x4438
+0x458
+8x460

X
nt! eprocess
Pcb : _KPROCESS
ProcessLock : _EX PUSH LOCK
UniqueProcessId Ptr64 Void
ActiveProcessLinks : _LIST_ENTRY
RundownProtect : EX RUNDOWN REF
Flags2 Uint4B
JobNotReallyActive : Pos 8, 1 Bit

List Head

List Element

Flink

Elink

Flink \
K

Blink

LIST_ENTRY

......
.....

List Element

Blink

LIST_ENTRY

Y
.........
.t

Flink — p=- %

List Element List Element
B
Flink Flink
Blink Blink
LIST_ENTRY LIST ENTRY




F_ P

. s . .
switch (stack->Par

iding a process
ExecuteAt

break; . - .
case TOCTL ROC Locking the OS for sensitive actions

ExecuteAt
break;

case

IRQL:
* HIGH_LEVEL

Command X

HideOnCrea = Device |RQL 3: kd> dt nt! kdpc
i=0; « DISPATCH_LEVEL =2 sl N bl
= APC_LEVEL =1 \0x002 Nugber+ Uintas
* PASSIVE_LEVEL =0 e hee by T

4+0x018 DeferredRoutine : Ptro64 void

+8x828 DeferredContext : Ptrb64 Void
+0x028 SystemArgumentl : Ptr64 Void
+9x030 SystemArgument2 : Ptr64 Void
+9x038 DpcData : Ptr64 Void

case _
ExecuteAt
break;

case IOCTL_ROC
LPE ( toProce
break;




. “f..ax — . .
switch (stack->Par

iding a process
ExecuteAt

break; . - .
case TOCTL ROC Locking the OS for sensitive actions

ExecuteAt
break;
IOCTL_ROC

ExecuteAtDispatchlLevel( ! nsitiveFun
KIRQL irql;
PKDPC dpcPtr;

KdPrint(( :\tRaising IRQL...\n"));
irgl = Rai );
KdPrint(( :\tIRQL = DISPATCH LEVEL\n™));

HideOnCre
i = 8;
aux = ((PU

KdPrint( Driver entry]:\tAcquiring lock...\n"));
Acquirelock
KdPrint( Driver entry]:\tlLock acquired\n™));

KdPrint(("[Driver entry]:\tExecuting sensitive action(s)...\n"));

]

KdPrint(("[Driver entry]:\tEnding sensitive action(s)\n")); T ]

'ROOTKITS
KdPrint(("[Driver entry]:\tReleasing lock...\n")); j;“
Releaselock(dpcPtr);
KdPrint(("[Driver entry]:\tlLock released\n"));

ak;
case IOCTL_ROC

ExecuteAt

KdPrint( r entry]:\tRestoring IRQL...\n"));
. LowerIRQL(p irql);

I[)E1_L_j10[ KdPrint(( r entry]:\tIRQL restored.\n"));

LPE ( toProce

break;

Original idea: Greg Hoglund & Jamie Butler



F_ P

g8 — Hiding a process

ExecuteAt

break; - . . .
e Hiding a process (by name) | Red Team operational considerations

PUCHAR PsGetProcessimageFileName(PEPROCESS); // No good !
ExecuteAt
break;

case

Command X

@: kd> !process @ @ SearchProtocolHost.exe

PROCESS ffffoe8ddfe6dese
SessionId: @ Cid: 1@ec Peb: 100000 ParentCid:
DirBase: b@b33002 ObjectTable: ffffbaP82765e14@ HandleCount: 356.
Image: SearchProtocolHost.exe

©: kd> dt nt!_eprocess ffffoe8ddfe6de8e ImageFileName
+0x5a8 1lel : [15] “SearchProtocol”

-

case _
ExecuteAt
break;

case IOCTL_ROC
LPE ( toProce
break;




F_ P e

. T ' " "
switch (stack->Par
iding a process
ExecuteAt

break; - . . .
e Hiding a process (by name) | Red Team operational considerations

ET:EE*“M Grabbing the UNICODE “full name”:

case IOCTL_ROC
if (HideO

4 Command X
1

HideOnCrea
i - o

aux = ((PU

@: kd> dt nt! _eprocess ffff9e8ddfe6de8@ ImageFilePointer
+0x5a0 geFi ) : Oxffffo08d dfc29c48 _FILE_OBJIECT
@: kd> dt FILE OBJECT exffff908d dfc29c48 FileName

nt! FILE OBJECT
+9x058 ' : _UNICODE_STRING "\Windows\System32\SearchProtocolHost.exe"

nt5tatus
break;
case IOCTL_ROC
ExecuteAt
break;
case IOCTL_ROC
LPE ( toProce
break;




Your PC ran into a problem and needs to restart. We're

just collecting some error info, and then we'll restart for - -
o . .

20% complete

For more information about thi




R Y

B |sass.exe
[ fontdrvhost.exe
F@i | csrss.exe
@ 'winlogon.exe
[l fontdrvhost.exe
[W dwm.exe
"um EXplorer.exe
‘ SecurityHealthSystray.exe
Evmtoo!sd exe
@, OneDrive.exe
cmd.exe
conhost.exe
"W Injector.exe
;,': procexpb64.exe

CPU Usage: 6.67%

HEH

Users Help

PRI 1
PID CPU
5520 <0.01
1876
1388
1728
1924
3460
784
204
648
728 L
912
848

6720

3,684 K
2124 K

2232 K

[Rootkit> help

Commit Charge: 18.35%

Private Bytes

<Filter by nhame>

Working Set Description
8,144 K System Guard
10,428 K Host Process f

7.768 K Host Process fi

©+.| Administrator: Command Prompt - Injector.exe

C:\Users\alima\Desktop>Injector.exe

Kernel injection by ©x4ndr3 @ PwC Norway:
.] Rootkit already loaded.



3 1 AR

switch (stack->
case IOCTL_ROC

ExecutelAt
break;
case IOCTL_ROC

ExecuteAt

me — Keylogger

case _
ExecuteAt
break;

case IOCTL_ROC
LPE ( toProce
break;




switch (stack->Par

R Keylogger

ExecutelAt
break;
case IOCTL_ROC
|dentifying the keyboard driver:

ExecuteAt
break;
case IOCTL_ROC

Command b 4

@: kd> !object \driver

Object: ffffba@B272ffe6® Type: (Ffff988dd9@aabc@) Directory
ObjectHeader: ffffba@8272ffe3® (new version)

HideOnCrea '

i-o- Directory Object: ffffba@82723bdcé Name: Driver

aux =
Hash Address Type Name

Driver fvavol
Driver vdrvroot
Driver MpkKsl81184e8c

[...]

case . P
break;

case IOCTL_ROC
LPE ( toProce
break;




switch (stack->Par

R Keylogger

ExecuteAt
break;
case IOCTL_ROC
Device list when only one session exists:
ExecuteAt
break;
case -_|:[:][_..T|__F{DL P —
@: kd» dt nt!_driver_object FFffo88ddb367d5e
+8x8a88 Type : end
+8x082 Size : Bn336
+8xB888 : Bxfffoe8d db3b6a9@ DEVICE OBJECT
+8x0818 Flags : Bx412
+8x818 DriverStart : exftfff865° 34786000 Void
+8x828 DriverSize : Bx14868
+8x0828 DriveriCommand X
+8xe38 @: kd> dt nt! device object exffffoesd db3b6aoe
e +8x008 Type : en3
' +9x882 Size : Bx2de
+8x884 ReferenceCount : Bn@
+8x8838 : Bxffffo88d db367d5e@ DRIVER OBJIECT
+8x818 NextDevice (null)
+8x818 AttachedDevice : (null)

[ [ i = i

HideOnCrea

1 = 8;
aux =

case _
ExecuteAt
break;

case IOCTL_ROC
LPE ( toProce
break;




switch (stack->Par

ExecuteAt
break;
case IOCTL_ROC
Device stack when only one session exists:
ExecuteAt
break;
case Command _..#.
@: kd> !devstack exff{f9e8d db3b6a9e
!DevObij !DrvObij !DevExt ObjectName
ffffoe8ddb3b6be® KeyboardClasse
ffffoe3ddb3b6538
t++1088dd9168bte 08008063

HideOnCrea

1 = 8;
aux =

DeviceInst is "ACPI\PNPB383\4&2Ceel7cBRA"
ServiceName is "18842prt”

case _
ExecuteAt
break;

case IOCTL_ROC
LPE ( toProce
break;




switch (stack->Par

O Ke vliogger

ExecutelAt
break;
case IOCTL_ROC

After a new RDP session: one keyboard device for each session
ExecuteAt
break;

case IOCTL_ROC Command -

C @: kd> dt nt! driver object +fffo88ddb367d58
+8x868 Type : @nd
+8xB82 Size I EET
+8x008 : Bxffffo88d e3098aco@ DEVICE OBJECT
+8x818 Flags : Bx412
+8x@18 DriversStart : Bxffff{f8es 34780000 Void
+8x628 Driversize : Bx14660
+8x@28 DriverSection : Bxffffo88d db342238 Void
+8xa3a : Bxfffoesd” db367ea®d DRIVER EXTENSION
+8x@38 : _UNICODE_STRING "\Driver\kbdclass™

Command

HideOnCre
i = 0;
aux =

8: kd> dt nt!_device object @xffff988d e308aco8

+8x808 Type 1 8n3

+BxB82 Size : Bx2de

+8xB84 ReferenceCount : Bné

+0xB688 : Bxfffo88d db367d58 DRIVER OBJECT
+0x818 : BxfHffoe8d db3b6a%@ DEVICE OBJECT
+8x818 AttachedDevice : (null)

>
: kd> dt nt!_device object @xffff988d" db3b6ase

+8xe88 Type : en3

+9xB882 Size : Bx2de

+8x884 ReferenceCount : BnB

+0xBd8 Drive i : Oxf{ffoe8d db367d56 DRIVER OBIECT
+8x81e NextDevice {null)

+8x018 AttachedDevice : (null)

eak ;
case IOCTL_ROC
ExecuteAt

LPE { T.-:'F'_I"::l-:E
break;




switch (stack->Pa
case IOCTL_ROQ

ExecuteAtD
case IOCTL_RO(Q

ExecuteAt[

&

nt5tatus

break;
case IOCTL_RO(Q
ExecuteAtl

Command

ped

kd> dt
+8xB88
+8x8a2
+8xB88
+8x818
+8x818
+8xB828
+8x828
+8x838

Type
Size

Flags
DriverStart
Driversize
DriverSection

it

+axeee Type

+Ax@82 Size

+8x884 ReferenceCount
+8xB8E

+8x6818

+8x@18 AttachedDevice

I E

: Bx2de

: Bne

: Bxffffoesd”

— Keylogger

After keylogger devices attach to the keyboard device:

nt! driver oh]ect fTHtoe8ddb367d58
: Bnd

: Bn336
: BocHH1988d" e398ac9@8 DEVICE_OBIECT
: Bx412
1 Bxfffff3e5” 3473880008 Void
: Bx14888
: Bxff{fo88d db342236 Void

: Bxffffoe8d db367ea@ DRIVER EXTENSION
_UNICODE STRING "\Drlverﬂkbdclaﬁs"

: kd> dt nt! device Gb]ECt 8xfffo9e8d” e396aco8

db367d58 _DRIVER_OBJECT

: BcHffoe8d db3b6a9@ DEVICE_OBJIECT

: (null)

Command

@: kd> dt
+8x6808
+8x882
+0xB08
+8x6818
+8x81E

[

Command

®
nt! driver object

Type
S5ize

Flags

Driverstart
i e o6

.

ffffoesddb3srdse

: 8nd

: Bn336

: BxffffoBsd  e386722f8 DEVICE C
: Bx412

: Bxfffff2a5" 34736008 Void

=L AL

Command

8: kd> dt
+8x6808
+8x68a82
+8x684
+8xB8E
+8x6818

it

nt! device Gb]ECt
Type

Size
ReferenceCount

NextDevice
AttachedDevice

: (null)

8xf+9ead” db3b6aoe

o E

: Bx2de

: Bne

: Bxffffoasd”

(null})

db367d58 _DRIVER_OBJECT

@: kd>» dt nt! device ﬂh]ECt axfffoe8d” e3872216
+8xge8 Type : Bn3
+8xB82 Size : Bx2de
+8x0884 ReferenceCount : end
+8xBa8 : @xfHfffo82d db367d58 _DRIVER (
+8xB818 : Bxffffo828d db3b6ateé DEVICE (
+8xB818 : Bxfff1o828d e22c54b8 DEVICE (
+8x828 CurrentIrp

SR 2T Mo

Y (null)

[...]



switch (stack->Par

ExecutelAt
break;
case IOCTL_ROC Before and after the keylogger devices attach to the keyboard device:

ExecutelAt
break;
case IOCTL_ROC

Command o4
8: kd» !devstack @xfi+1968d db3b6ade
IDevObij IDrvobj !DevExt ObjectName
> fHf{o88ddb3b6bed KeyboardClasse
ffffoes8ddb3bss538
ffffoeaddol6ebfe 8000668

DeviceInst is "ACPI\PNPB383%4&25ee07cBE8"
ServiceName is "ised2prt”

HideOnCrea

1 = 8;
aux =

Command ot
@: kd> !devstack exffffoeBd 3872218
IDev0bij IDrvOb !DevExt ObjectMame
££Ffo088de22c5600
7 19g8de3872448 KeyboardClass2
cace HHHoasMEabd42e
SEsE — fHffoesde37d{le ©08606C1
ExecuteAt
break;

DeviceInst is "TERMINPUT_BUSA\UMB42&2c22bcc9&B&SessionlKeyboard@™
case IOCTL_ROC ServiceName 1s “termlnpt




Your PC ran into a problem and needs to restart. We're

just collecting some error info, and then we'll restart for - -
o . .

20% complete

For more information about thi




OREE:

L]
L L 1] L 1]
L L N L] o & ® * &
L ] L B ] o &0 L e
e 0000 000 LL N ] : L
L] L L] * 0000 00 0000 *e L
L 00 000 L] LI 1 1] aee *ee

L] . . ® L

L] * 0000 L ] L] LI *e
.0 L4 ae & &0
L] LLL N 1] L L L LN
. * & o0 * & O
il .l 11 ] .0

L L L] L] L] . & 80

* 80 & 000 o8 2080 L]

LLL BN L] e 00 & @
L L1 ] LN ] L L] LN ]

*e L L L] .0 -

L] L] LN ] L4 » L
L] *d $ 4 L 4

LN 1] L 1] L -id
L L] L] *e *e L ]

L] * & 00 LI . L]

L L] 000 & 00 L
LN 1 ] L] L] L 1]
L L ] Ll L
LN ] L] *% @ L
LN B BN 00 09 000
LN 1] *ed . &
L L 3N ] * o0 00 @ L -
e 80 @ ® 8% o0 @

HEdEwNER
Process
B |svchost.exe
g svchost.exe
"B |SgrmBroker.exe
@ |svchost.exe
"B |svchost.exe
@l |svchost.exe
"B |svchost.exe
‘B |sass.exe
"B fontdrvhost.exe
"l [csrss.exe
"l winlogon.exe
'@ fontdrvhost.exe
‘B dwm.exe
= S¥plorer.exe
.‘ SecurityHealthSystray.exe
L vmtoolsd.exe
&, OneDrive.exe
i cmd.exe
& conhost.exe
‘B Injector.exe
i/ procexp64.exe

CPU Usage: 10.36% Commit Charge: 18.36%

RN LI |

<Filter by name>

sers
|

PID CPU Private Bytes  Working Set Description
3720 3,836 K 16,100 K Host Process fi
7208 3,460 K 11,700 K Host Process fi
8172 <0.01 3,664 K 8,552 K System Guard

6828
6412
4776
FRLPRC : \Users\alima\Desktop>Injector.exe
784
W 8Kernel injection by @x4ndr3 @ PwC Norway:
GFER[ . ] Rootkit already loaded.
728
tkRRootkit> help
Commands in place:
384§ .] > hidepid PID
> hidepname name.exe
hidecreate name.exe
"8 . ] > hidedriver name.sys
50 > lpe PID
keylog (enable|disable)

©+] Administrator: Command Prompt - Injector.exe

hides
hides

with PID provided.
s with name provided.
hides called name.exe on
hides driver with name provided.
give SYSTEM privs to process with |
enables or disables keylogger.

ELelRootkit>

3 &



— Virtual Secure Mode (VSM)

User Mode
(Ring 3)

Kernel Mode
(Ring 0)

VSM Normal Mode (VTLO)

VSM Secure Mode (VTL1)

User Mode
(Ring 3)

Kernel Mode
| (Ring 0)

Source: https://learn.microsoft.com/en-us/windows/win32/procthread/isolated-user-mode--ium--processes



—> References and great studying resources

https://windows-internals.com/ , Windows /
https://www.alex-ionescu.com/ gy = mesanghi

https://reactos.org/ ROQ%EFGTS' | j— IﬂTel’nals
https://scorpiosoftware.net/category/windows-internals/ 20

https://www.geoffchappell.com/
(I know I'm forgetting something...)

The Rootkit

W If‘ldOW‘% 7

Internals

Windows

Kernel

Programming

;' r, '-‘u'lnl:ll:lg Fundamentals: User Mode Windows Kernel
oSS . Programming
m Secon ition
¥
¥

WmDhg Fundamentals: Kernel Mode




—> References and great studying resources

Oral History of Dave Cutler Part 1

11 mill visualizaces - hi 3 anos

@ Computer History Museum
D Cutler Oral History

Intervievwid by Granl Saviers on 2016-02-25 in Medin

irstervernane: Dot Cutler
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Oral History of Dave Cutler Part 2

6,4 mil visuslizagtes « ha 3 an0s

@ Computer History Musesm

Interviewsed by Grand Saviers on 20016-02-25 in Meadin

David Cutler — 2016 CHM Fellow
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@ Computer History Mutewm

CHM honors David Cutler for kis fundamental contnl
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—> References and great studying resources

] Windows. Par 1V - EENSTRMERE (0:32:17] [2005/04/05]

Here's the final part of the intendew we did

https://walkingcat.github.io/ch9-index/Shows_Going+Deep.html



THANK YOU

g https://twitter.com/@x4ndr3
u https://www.youtube.com/@0x4ndr3

m https://www.linkedin.com/in/aflima/
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